Report on Training Programme on Technology Facilitated Gender Based
Violence (TFGBYV) — Chennai (24" August, 2023)

About the program

The project titled “Combating the Technology Facilitated Gender Based Violence against
Women and Girls (TFGBV)” is aimed at training women and girls to enhance the safe use of
digital technology including the internet usage and social media platform. The Training
programme is proposed to be conducted on three Tier | cities (Chennai, Coimbatore and
Madurai) two Tier Il cities (Dharmapuri and Maduranthakam) and two Tier Il cities (Kothagiri
and Rameswaram) where a total of 350 women and girls from 7 cities in Tamil Nadu (50
Women and girls from each city) will be trained in digital literacy so that they can be aware as
to how they can be protected from technology facilitated gender-based violence.

A consortium is proposed to be formed, named, “Voluntary Women’s Cyber Consortium
(VWCC)” in which the trained 350 women will spread the knowledge they learnt. It is also
proposed to create a website that would contain study materials, audio-visual clippings, and
blogs by the stakeholders and cyber security professionals, a column to provide opportunity in
cyber space for women and girls etc. VWCC will also send periodical information relating to
laws and its recent amendments, statistics related to reported cases, judgements and redressal
mechanism, best practices in various states of India on cyber security and about TFGBV
through online platforms etc to the VWCC members to keep them informed.
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Training Programme- Chennai

The training programme has successfully commenced in Chennai on August 24™, 2023, in
association with Karunalaya Social Service Society, Tondiarpet, Chennai. The training
program started with the welcome address given by Dr. N. Paul Sunder Singh. Mr. Singh is the

Founder and Secretary of Karunalaya Social Service Society. Karunalaya works for the



protection and development of Street and Working Children, through education, sports and
arts. Also, for the empowerment of women and youth in the pavement dwelling communities
in Chennai since the year 1995. Dr. N. Paul Sunder Singh is also an Alumni of IVLP 2006 in
Trafficking in Persons. During his welcome address, he spoke about how technology has also
become a space for crime against women and the importance for women to have the awareness
as to how they can prevent it and if in case they become a victim of cybercrime, how the
awareness can help them overcome it.

Dr. Priyamvadha explained on how the program has come to being and explained the main
motto of the training i.e., how the women who attends this training program can help others
who need it and share the knowledge they gain.

The training programme was inaugurated by Ms. Jennifer Bullocks, Public Diplomacy
Officer, U.S. Consulate, Chennai. Ms. Bullock joined the Department of State in 1996 and has
spent the majority of her career working as a Public Diplomacy Officer overseas. She spoke
about cyber-crime and how technology is not an enemy but a key of advancement. She also
spoke about how it’s a right for women to use internet without fear of her information being
misused and that everyone should be aware of what to do if it is misused. She also suggested
that more programs that can be conducted which focuses on gender-based violence. She
officially launched the training modules and logo for the training program after the inaugural
address.

In terms of press coverage, journalist from The Hindu, an English-language daily newspaper
which is printed in 19 centres across the country. Dinamalar is an Indian Tamil language

newspaper which is printed nearly in 10 cities in Tamil Nadu, India.
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Image 1: Dr. Paul Sunder Singh (right) welcoming the chief guest

Ms. Jennifer Bullocks with shawl and a memento along with Dr. M. Priyamvadha (left)
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Image 3: Chief guest Ms. Jennifer Bullocks launching the logo and the training modules
Mr. Surya Narayanan; Dr. Paul Sunder Sign; Ms. Jennifer Bullocks; Dr. M. Priyamvadha; Mr.
Robbinson (from right to left)

About the trainer

Two trainers helped with the training by explaining the modules in English and Tamil (regional
language in India) namely, Mr. Surya Narayanan. T and Mrs. Darini Saravanabava.

Mr. Surya Narayanan. T. is the consultant for cyber security. He finished post-graduation in

Criminology and Criminal Justice Science from University of Madras in the year 2020. He had



also completed national eligibility test certification for assistant professor. He worked on the

module relentlessly and he trained the participants and provided them with awareness on

technology facilitated violence against women.

Image 4: Mr. Surya Narayanan. T. during one of the sessions

Image 5: Mrs. Darini Saravanabava during one of the sessions

Mrs. Darini Saravanabava completed her under Graduation in commerce stream and pursued
Post graduate diploma in computer application. Her passion is towards learning languages and
Excel in service-oriented areas. She explained the modules in tamil and had an interactive

session with the participants.



Training program details

Program Schedule

9.00am to 9.30am Registration

10am to 11am Inauguration

11am to 12 noon Module - 1 Introduction to Digital
Technology

12 noon to 1pm Module - 2 Overview of TFGBV

1.00pm to 2.00 pm Lunch

2.00 pm to 3.00 pm Module - 3 Forms of TFGBV

3.00 pm to 4.00 pm Module - 4 Awareness, prevention, and
detection on TFGBV

4.00pm to 5 pm Module - 5 Response to TFGBV

5.00pm to 5.30pm Evaluation, Feedback and

Closing Remarks

Overview of the Modules
Module 1: Introduction to Digital technology

Module 1 discussed about digital technology and its uses. It discussed in depth about how
digital technology has transformed every aspect of our lives, influencing how we communicate,
learn, work and engage with the world. This module also sheds light on how cyber space, which
encompasses a wide range of digital platforms and technologies including websites and social
media platform plays an important role and how cyber space can be considered as a link
between the physical and infinite world. This module also talks about how cyber space presents
with various challenges such as hacking, identity theft, online fraud etc and how these poses
risk to individual and organization and the necessity of awareness of security measures.
Education and e-learning, entertainment, banking and financial service, news and information,
research and information gathering, health and wellness, travel and booking, professional
networking and governmental services, etc, are some of basic necessities which require internet

and this can be both used and misused. This module also spoke in depth about social media, its
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advantage and disadvantage. Social media offers connectivity and provides a medium for
information sharing and however misusing this medium is seen to have challenges related to
privacy, misinformation, mental health and ethical issues. This module explained data privacy
and how crucial in this digital era and also explained in detail about transparency and

accountability and covered in-depth focus on cyber ethics and that concludes module 1.
Module 2: Overview of Technology Facilitated Violence Against Women and Girls

Module 2 talks about how an estimate of one in three, worldwide, will experience physical or
sexual abuse in their lifetime. Also, emphasis was given on how gender-based violence
undermines its victim’s health, dignity, security and autonomy, yet, it remains covered in
culture of silence. This module also talks about how gender-based violence also includes
violence against men, boys and sexual minorities or those with gender non-confirming
identities and how violence against women is one type of gender-based violence, also
highlights on how the term ’gender-based violence’ is primarily used to underscore that
structural, gender-based power differentials place women and girls at risk for multiple forms
of violences. This module also explains how technology facilitated gender-based violence is
action that can be carried out using the internet and technology that harms others based on their
sexual or gender identity by enforcing harmful gender norms. This module explained an in-
depth statistic on gender-based violence world-wide i.e., in 2020, a study by the Economist
Intelligence Unit covering 45 countries reported that 85% of women have experienced or
witnessed online and technology-facilitated violence, ranging from 74% in Europe, 91% in
Latin America and the Caribbean, and 90% in Africa. This module also emphasized on how
according to an analysis of National Crime Records Bureau (NCRB) data conducted by the
Ministry of Statistics and Programme Implementation (MoSPI), nearly one in every three
reported crimes against a woman from 2016 to 2021 about the "cruelty" of her husband and his
relatives. The findings, published in MoSPI's "Women and Men in India 2022' report, show that
cruelty by husbands and their relatives is the most commonly reported form of violence against
women in India. In the six years from 2016 to 2021, nearly 22.8 lakh crimes against women
were recorded in India. Of these, about seven lakhs, or 30 percent, were reported under Section
498 A of the Indian Penal Code (IPC), the report says. It also discussed about some of reasons
for the rise in cybercrime is because of increased online users; lack of awareness; lack of
technical knowledge among police and public and difficulties in investigating cybercrime cases

etc.



Module 3: Forms of Technology Facilitated Gender Based Violence

Module 3 talks in detail about different forms of TFGBYV, and those are

e Online harassment and cyberbullying (Cyberbullying is bullying with the use of digital
technologies. It can take place on social media, messaging platforms, gaming platforms
and mobile phones)

e Sexting (Sexting is the act of sending sexually explicit messages or photos
electronically, primarily between mobile phones (sex + texting))

e Non-consensual sharing of inmate image (Revenge porn, also called non-consensual
pornography; it's closely related to sexual abuse. Revenge porn is a type of digital abuse
in which nude or sexually explicit photos or videos are shared without the consent of
those pictured)

e Digital stalking (The term stalking means consistently following any particular person
over a long period. This activity also involves harassment or threatening behaviour)

e Online grooming and exploitation (Online grooming is when someone uses technology
or the internet to build a relationship with a young person to trick, pressure, or force
them into doing something sexual)

e QGaslighting (Gaslighting refers to psychological manipulation of a person, usually over
an extended period, that causes the victim to question the validity of their thoughts,
perception of reality, or memories and typically leads to confusion, loss of confidence
and self-esteem, uncertainty of one's emotional or mental stability, and a dependency
on the perpetrator)

e Child Sexual abuse material (Child pornography- more appropriately identified as
Child Sexual Abuse Material)

e Catfishing and Deceptive online identities (Catfishing refers to when a person takes
information and images, typically from other people, and uses them to create a new
identity for themselves)

e Hate speech and gender-based discrimination (Hate speech is that expresses hate or
encourages violence towards a person or group based on something such as race,

religion, sex, or sexual orientation)



¢ Online defamation and character assassination (The term 'Online Defamation' basically
means publishing a false statement about an individual in cyberspace that can injure or
demean that individual's reputation)

e Morphing (This includes altering or altering the real picture by a fake or unauthorized
user by creating a fake profile, downloading the victim’s photo from the internet,
editing it in a way that compromises the victim’s original identity, and posting it on
social networking sites, or by any other method that can damage the victim’s reputation)

e Unwanted advances and unsolicited messages (Women may receive Unwanted or
unwelcome sexual advances, which are expressions of romantic or sexual interest that
are unreciprocated, unpleasant, or offensive to those targeted by the sexual advances
and also involves unsolicited explicit messages, and harassment through dating apps
and social media)

e Doxing (Doxing is a form of cyberbullying that uses sensitive or secret information,
statements, or records for the harassment, exposure, financial harm, or other
exploitation of targeted individuals)

e Cyber pornography (Pornography is the portrayal of sexual subject matter for the
exclusive purpose of sexual arousal)

e Trolling (Trolling is when someone deliberately tries to upset others online)

Module 4: Awareness, prevention, and detection on Technology Facilitated Gender Based

Violence

This module talks about how to safety communicate on social media because it is essential to
protect one’s privacy and personal information. Some of the measures focused include privacy
setting, being selective with connection, think before sharing, use strong password, avoid
oversharing, recognize scams, report and block abusive user and report cyber bully. This
module also spoke about how to responsibly use social media so that they can maintain a
positive and safe digital environment and also gave an insight on precautionary measures to
protect women from getting victimized by cybercrime. Some of measures include privacy
Settings; use anti-virus software and keep it updated; be cautious with sharing; secure your
accounts; be selective with connections; recognize red flags; educate yourself report abuse;
block abusive users; avoid public Wi-Fi; think before engaging; support and empower others;

regularly review your online presence and seek support when necessary



Module 5: Legislation, Policies, Programme &other Redressal Mechanisms for Technology

Facilitated Gender Based Violence

This module focuses on the legislation part of Legislation, Policies, Programme &other
Redressal Mechanisms for technology facilitated gender-based violence. Crimes against
women under the Indian Penal Code, 1860 (IPC). Various sections under IPC specifically deal

with such crimes:

e Acid Attack (Sections 326A and 326B)

e Rape (Sections 375, 376, 376A, 376B, 376C, 376D and 376E)

e Attempt to commit rape (Section 376/511)

¢ Kidnapping and abduction for different purposes (Sections 363-373)

e Murder, Dowry death, Abetment of Suicide, etc. (Sections 302, 304B, and 306)

e Cruelty by husband or his relatives (Section 498A)

e Outraging the modesty of women (Section 354)

e Sexual harassment (Section 354A)

e Assault on women with intent to disrobe a woman (Section 354B)

e Voyeurism (Section 354C)

e Stalking - This section deals with stalking a person by any means, including electronic
communication (Section 354D)

¢ Importation of girls from foreign countries up to 21 years of age (Section 366B)

e Word, gesture, or act intended to insult the modesty of a woman (Section 509)
Other acts include

¢ Offenses Under the Information Technology Act 2000

e Information Technology (Intermediary Guidelines and Digital Media Ethics Code)
Rules 2021

e Protection Of Children from Sexual Offenses Act (POCSO), 2012

e Module also explained how to report cyber-crime complaints

About the profile of the participants

A total of 81 people were present for this program including the chief guest and press. Apart
from that more than 50 women were present. Participants had different profile which includes
students, women from women’s association and homemakers. Participants were enthusiastic

and stayed for the whole day listening and learning eagerly. They also shared their experiences
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of how they faced issues and were clueless as to what they should do. Participants were also

eager to participate in activities.
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Image 7: Participants in the training program
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Image 9: Participants in the training program

Activity given in the training program

Two activities were conducted in this training program. A skit was prepared by college students
and they played out the skit beautifully capturing the attention of the participants and sending
a message on technology facilitated violence against women.

Another activity is that participants were split into groups and were give a situation where they
were affected due to technological interventions and they had to discuss among the group

members and come up with what they would do in such situations
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Skit:

College students among the participants prepared for a skit and presented one which sends a
message that one should be careful while posting personal content on social media. The story
presented in the skit is as follows: an Instagram account holder who posts a lot of tik-tok videos
and has a lot of fans following. Her friend questions her as to why she has more followers when
they post same content. The famous one suggested her friend to keep her account public instead
of private mode and when her friends does as suggested, her fan following also increases. But
trouble follows as more people starts to pour in bad messages and comments and thus, she felt
that she had better mental health while her account was private and did not have much
followers. The students played out the skit beautifully as it gained everyone’s attention and the

participants took in the message from the skit.
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Image 10, 11 and 12: Participants playing the skit

Activity:

1.

First situation was Social Media Account Hacked — solutions given by the groups
includes:

Reset the password

Block the account deactivate the account

Report to the social media portal

Post or share story stating previous posts were from hacker

Using your friends’ account share that the posts were from hacker

Try to delete the hacker’s posts

Complain to the National Cybercrime Reporting Portal — Take crime number to local
police station; Helpline: 1930

Second situation was Bank Account Hack — solutions given by the groups
includes:

Save all proof related to illegal bank activity

Visit bank — share account details and ask to freeze

Log out from UPI, credit card, debit card etc

1930 cyber cell tollfree helpline — inform with proof

FIR with evidence — only then process may be followed

Don’t do not react emotionally — solutions are available

Talk to the right type of lawyer to stop the crime
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. Third situation was Stranger Harassing through Phone — solutions given by the
groups includes:

Spam blocking apps — download and use

Foreign numbers — do not attend

Do not attend blocked numbers

Female harassment number — 181/1091 — inform

1909 — for those who are afraid to complain verbally — write an SMS to this number
Fourth situation was Morphed Photos — solutions given by the groups includes:
Save the photo, do not delete it

Save Instagram messages with screenshots — easy to identify location via Instagram —
useful for police

Cyber cell information report

FIR at police station — request authorities to maintain anonymity

Online portal — National Cybercrime Report Portal — report with evidence and
additional information — maintain anonymity

Face boldly — deny that photo is yours

Fifth situation was Catfishing — solutions given by the groups includes:

E.g.: Instagram — block and report to social media portal upon identification

Go to Instagram officials and complain

Cybercrime complaint to be filed
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Image 13, 14 and 15: Participants during activity

Feedback by participants

Participants felt that some explanations were a bit technical and maybe those parts can be
explained using a video or more visually pleasing so that learning becomes easy for illiterate
people as well. Some of the participants preferred more regional language than English while
explaining. Since it is a mix crowd of students and homemakers, they preferred regional

language (tamil).
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Image 16, 17 and 18: Feedback session
Conclusion

The main aim of this training program is to provide knowledge about how digital technology
works and their advantage and disadvantages and how one can responsibly use internet for their
gain and also learned about what to do if they face any form of cybercrime. The program has
been fruitful and that can be seen when participants grouped together and were given situations,
they were able to come up with solutions. Participants who learnt during this training program

will now be able to share this knowledge.
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